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Abstract

This paper describes a new approach in moddling Intrusion Detection Systems by applying honeynet like
techniques to enhance the performance of host-based anomaly IDS detection algorithm. The new technique
can be used as an add-on technique for any existing host-based anomaly 1DS models. Honeynet technique
is quite an interesting technique to detect malicious packets but not many researches have been conducted
to use it in a non-honeynet environment. The analysis in this paper shows that the performance of our
Protocol-based Packet Header Anomaly Detection (PbPHAD) IDS modéd can indeed be improved by
correlating interesting events that happened at network leve to the host to assist the host in identifying an
attack. This discovery presents a significant contribution in the form of a novel approach in attack
identification using honeynet like technique in a non-honeynet environment. The philosophies and the

mechani cs on applying honeynet techniques to a host-based anomaly IDS will be the gist of the discussion.
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