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Abstract

At CRYPTO, 94 Tillich and Zemor proposed a family of hash functions based on
computing a suitable matrix product in groups of the form SL2(F2n). But Markus
Grassl, Ivana Illich, Spyros Magliveras and Rainer Steinwadt found collision for the
same between palindrome bit strings of length 2n+2. Christophe Petit, Jean-Jaques
Quisquater found the second preimage and preimage for the same. We construct
an alternate form of Tillich-Zemor hash function namely keyed hash function by
using the same generators of Tillich-Zemor hash function, which resists the second
preimage.
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